Cyber Assessment Workshop

UTRAINING
ESTATION

615-900-1000

Class Date/ Location:

6/5 Blountville
O Morning session

D Afternoon session
6/6 Lenoir City

O Morning session

D Afternoon session
6/7 Chattanooga

O Morning session

D Afternoon session
6/8 Murfreesboro

O Morning session

D Afternoon session
6/9 Jackson

O Morning session
[0 Afternoon session

Murfreesboro

840 Commercial Court
Blountville
3010 TN-126

Lenoir City
7698 Creekwood Park Blvd.

Chattanooga
3018 Hickory Valley Rd.

Jackson
320 Hwy. 45 By-Pass

All Tennessee public systems are required to develop a cybersecurity response plan no later than July
01, 2023.

This hands-on workshop will assist utilities in fulfilling the requirements for developing a plan and
meeting the compliance deadline. Attendees will need to bring a lap top computer or tablet with
Microsoft Excel software installed to complete the workshop.

Attendees will learn about current cyber threats to public utilities and the Tennessee regulatory
requirement as well as cyber security expectations from the Environmental Protection Agency (EPA)
and the Tennessee Department of Environment and Conservation. Attendees will participate in a cyber
self-assessment utilizing scenarios relevant to and specific to the utility. Upon completion the attendee
will have initiated a cyber assessment, a risk mitigation plan and developed a framework for a cyber
incident response document for inclusion in the systems emergency response plan. This workshop is
intended to be a hands-on exercise where attendees bring and utilize a computer with Microsoft Excel
capabilities for use in developing documents. Attendees will be provided opportunities to register for
additional free cyber assessments, vulnerability scanning and cyber alerts. Utilizing this approach, and
resources will allow utilities to improve protection from cyber-attacks by identifying cyber
vulnerabilities, instituting mitigating actions and developing a cyber incident action response.

Cost: No Fee (Funding provided by EPA grant)

Time: Morning Session- 8:00 am — 12:00 pm
Afternoon Session- 12:30 pm - 4:30 pm
David Money-931-477-0963
davidmoney@taud.org

Due to limited class size, TAUD may need to move your
registration from morning to afternoon or vice versa. If
that is necessary, you will be contacted.

What topics will be covered?
* Cyber Security Threats to Utilities
* Regulatory requirements, deadlines and expectations
* Laptop Computer Hands-on Exercise

Instructor(s): David Money- EPA Water Specialist
Greg Baker- TAUD Groundwater and IT Specialist
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